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For years, electronics manufacturers have struggl ed

know?o How do you know that your products are
electrostatic discharge? How do you know that damaged product does not get into the hands
of your customers?

With the Static Management Program (SMP), finally, you know.

The Static Management Program offers companies an effective way to detect electrostatic
discharge (ESD) events and help prevent component failures. Static control instrumentation
helps businesses achieve a competitive advantage in the marketplace by reducing losses due
to ESD, electromagnetic interference (EMI) and electrical overstress (EOS). The Static
Management Program can assist you in identifying and addressing concerns associated with
ESD, EMI and EOS issues. By helping to minimizethese concerns, your yields maylikely be
improved, leading to possible cost savings and increased customer satisfaction.

The Device Monitoring System, combined with SCS's proprietary diagnostic static control
instrumentation, finds and measures actual ESD events and EOS (electrical overstress)
situations, instead of simply assessing the potential for such events. Our products capture,
record and read data affecting your products, versus only verifying whether or not
precautionary measurements are functioning properly. All of this is done in real-time, yielding
your company real results.
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Installation

The Static Management Program (SMP) installation procedure is described in full detail in the

SMP Installation Guide document. This document will focus on SMP Client application

features. Pleaserefertot h sCSISMP Cl i ent Appl i cathapienisathée SMPt al | at i on
Installation guide for further details.

After completing the installation procedure described in the chapter AiSCS SMP Client
Applications Installationd in the SMP Installation Guide (with Client, Admin and Plan Editor
selected for installation), the SCS folder under All Programs should look like:

I 5CS -
== SMP Admin
== SMP Client
== SMP Plant Editor

Most users will only install the SMP Device Monitoring Client since the other two
applications serve for system administration and initialization

4] SMPClientApps

Installation Options

Please select Client Applications to install

SMP Device Monitoring Client

[] 5MP Server Admin

[ Plan Editor
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The Static Management Program (SMP) Client

The SMP Client (SMPClient.exe) is the central client application of the Static Management
Program. It connects to the Static Monitoring Server over the network to provide the following
services:

Analysis

Data

System
Operation
Maonitoring

Invalid State

Motifications

Monitoring i real time monitoring of all devices,
including statuses and numerical values.

Alarms T notifications of device measurements
above or below configured operational limits.

Reports i detailed fault reports with aggregation,
sorting and filtering, and detailed device
measurements. It is possible to export report data to
Excel and text (delimited) formats.

It may be necessary to set up the connection to the SMP Server first. When the SMP Client
starts for the first time it will ask for a server (if the default server is not available). This
procedure is described in full detail in the chapter fiConnecting to the SCS SMP Servero.

Once started, the SMP Client provides a system overview, as shown below:

sl

Real Time

Building:

Line

=B EE

Building 2 | PcB Shop | Functional Test (FCT)

Building 2 | PcB Shop | Incircuit Test (ICT)

Building 2 | PcB Shop | Lead-Free 2nd Operations

Building 2 | PcB Shop | Leaded 2nd Qperations

Building 2 | PcB Shop | Surface Mount Line #1

Building 2 | PcB Shop | Surface Mount Line #3

Building 2 | PcB Shop | Surface Mount Line #2

-

[ show Faulted only show Assigned only

Building 2 | Locating & Marking | Locating Assembly Area

Building 2 | Locating & Marking | Assembly Area

Building 2 | QA Room | Quality Control

Building 2 | Welding Room | Welding

Building 2 | Touch Room | Touch Systems Assembly ESD

Building 2 | Locating & Marking | Material Handlers

Building 2 | Locating & Marking | Luminous

®

& A

Wri
Straps

SMP Device Monitoring v.1.5.11

- cEN

®

Alarms

Find device:

order by: severity time

2102014.21:4800 @ =0 G 3

Process
Voltage

Static ESD

DC
lonizatiol
Grounds loni n i E

Parameter

Personel

Voltage

Static voltage
on EM Aware SM19 ‘ -56,87V

3102014.210328 O™ DA
Soft ground 1 resistance
on WS Aware 2 Grounds o
FCT6
2.10.2014. 203955 @ = 1@
Soft ground 1 resistance
on WS Aware 2 Grounds o
WLD1
2102014.203129 O™ 1 (G

Soft ground 2 resistance

on WS Aware 2 Grounds o
FCT6
2.10.2014.20:19:49 @ = = 0 G
ESD event

o 1.000,00 V

on EM Aware SM23
3102014, 1843.00 @ =0 &

Static voltage

on EM Aware SM29 =ty
210.2014.1900:17 @ = 0@
Operator 1 resistance

on WS Aware 2 Grounds nfa
WLD1

3102014185348 @ = 0@
Operator 2 resistance

on WS Aware 2 Grounds n/a
FCT6

310.2014.185340 © ™ (1%
[

oft around 1 resistance
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The application uses atabbed user interface with the leftmost tab, labeled Real Time, showing
views into the system operation, and is divided into three areas:

1. Status View monitors the system at various levels of detail, ranging from the whole
system to a single device. The status view is refreshed in real time once per second and
shows fAlived values.

2. Alarms showing alerts about measured values outside normal operational range. Alarms
are also displayed @Al i veo thaeislevellofesgverdycirdicated byAl ar ms h a\
title bar color.

3. Main Command Bar contains the main application commands:

s Home i navigates to the view showing the entire system

Back T navigates to the previous status view

'é: Forward 7 navigates to the next status view
iy

History comparison i displays a history comparison of channels from
one or more devices

Faults report i displays a report about system failures

Handled alarms report i shows a report about alarms with handling
information

Device calibration report i shows a report about the sensor calibration
schedule and also indicates (using icon color) if calibration is (over)due.

Inactive devices i shows a list of inactive devices

Troubleshoot i shows any potential system problems and suggests
solutions

Y IEBE

Create or View Event Tags | handles the creation and management of
Event Tags (to mark important system events)

N Server i changes the Static Monitoring Server to which the application
- is connected

Login i login or change user

2

Alarms toggle i show or hide Alarms panel

4. | | Device search is a standard auto complete search box
enabling quick and easy device search by name.
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Reports open in new tabs. All tabs except Real Time are closable.

Page 7 of 64
SCS-926 JR Industrial Drive, -B&00 ok d\BmikGntidliécr3 2 A (919) 7


http://staticcontrol.descoindustries.com/

System Operation Monitoring

One of most important features of the Static Management Program (SMP) is the monitoring
systemds abi | i tigredl-tmerleipabso one of three main aspects of the SMP Client
application which connects to a remote server and almost instantly displays the system
overview. When the application starts, the Status view shows the entire system, giving the
detailed status of every line.

The status view has four possible levels of detail: building, floor, line and device. Each level
shows the most relevant information, and includes several intuitive options for quickly
switching between views.

The delay between physical measurement and the on-screen display is normally less than
three seconds overall, but may be slightly longer depending on the network data transfer
rate.

Building View

When the client application starts, it will show a view of the whole system i with the Building
Level view showing all buildings, as shown in following picture:

Building: | Building 2 ~ [T] show Faulted enly show Assigned only

DC -
& = T Grounds Ionization b= ESD Events

Voltage Voltage

Building 2 | PcB Shop | Functicnal Test (FCT)

Building 2 | PcB Shop | Incircuit Test ICT)

Building 2 | PcB Shop | Lead-Free 2nd Operations

Building 2 | PcB Shop | Leaded 2nd Operaticns

Building 2 | PcB Shop | Surface Mount Line #1

Building 2 | P<B Shop | Surface Mount Line #3 @

Building 2 | PcB Shop | Surface Mount Line #2

Building 2 | Touch Room | Touch Systems Assemnbly ESD

Building 2 | Locating & Marking | Locating Assembly Area

Building 2 | Locating & Marking | Assembly Area

Building 2 | Locating & Marking | Material Handlers

Building 2 | Locating & Marking | Luminous

Building 2 | QA Room | Quality Control

Building 2 | Welding Room | Welding
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When the status view is set to Building Level (showing all buildings) it consists of:

1. Navigation Links - each row contains the full line description (building name, floor
name, and line name) and each of theseisafidrddwn o | i nk. thHelinkevkli ng on
switch the Status view to the appropriate level/location.

2. Channel Status - shows the cumulative status of all devices within a given line by
channel (measurement type). These statuses are color coded:
White: unavailable i.e. there is no device providing that type of measurement
Gray: disconnected i.e. sensors providing that type of measurement are offline
Yellow: atleast one device measured value above warning limit but all values are still

in
thevalidrange( no fAredod statuses)
Red: at least one device measured a value outside of the valid range
Green: all sensors providing that type of measurement are online and within valid
range

3. View Selector - allows building selection via a drop down list.

4. Faulted Device Filter - switches between displaying all lines and only those displaying
some faulted value (red status).

5. Assigned Devices Filter - switches between displaying all devices (even unassigned
ones) and only assigned devices.

Devices are automatically discovered by the server, but will remain unassigned until they are
explicitly associated with the system line. The Static Management Program (SMP) Client will
monitor and report the operation of those devices, but they are not part of the system
hierarchical organization, and therefore they can be more difficult to find. Normally, all
devices should be a part of a system structure (assigned to line) but there might be some
exceptions when a device is only temporarily attached for testing or becomes obsolete. Since
those situations are the exceptions instead of the rule, unassigned devices are not shown by
default.

User Interface

VIEW OPTIONS

The building-level status view is filtered using the Building selection drop-down menu:

Building:

-- unassigned --
Building 2

It is possible to select all (showing the whole system), while selecting unassigned will show
only unassigned devicesinanar t i fi ci al -fuhassigeed--. Obhcowesd, a specifically
named building of your facility may also be set up as a menu item.
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It is possible to quickly drill down to a specific building by clicking on the link with the
buildingds name in the status table.

There are two additional filtering options presented by check boxes tittedfis how Faul ted onl )
and fAsAsswgned onl yoeatigr. descri bed

NAVIGATION

The Static Management Program (SMP) Client is designed to make system navigation simple
and flexible, changing views and various drill-down options quickly and easily, usually with a
single click.

Navigation Links

At the Building level, the status table shows each line with a full description, consisting of
Building, Floor, and Line categories in the form of drill-down links:

ONNOENO

Building 2 | PcB Shop | Surface Mount Line #1

1. Building Link switches (filters) the view to the selected building only
2. Floor Link switches the view to the selected floor (changes to the floor-level view)

3. Line Link switches the view to the selected line (changes to the line-level view)

The Floor Link will be active only if a floor is associated with a floor plan. It is not possible to
navigate to a floor-level view unless there is a floor plan.

Double Click on Row
Double clicking on Row will drill down to the associated line.

Main Toolbar Navigation

The main application toolbar includes the navigation buttons: Home, Back and Forward. These
buttons apply to the Status view: Home will show the whole system (all buildings) again, the
Back navigation button will return to the previous view, while Forward will return to the view
featured when Back was clicked.

6©

| Back |

A

| L
et
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Floor Level View

The Floor Level View offers new and different insight into the operation of devices on a
selected floor. Instead of the tabular form used for the Building View, the Floor is shown
graphically, using a floor plan (created in SCS Plant Editor) as shown in following picture:

& O

Floor: |PeB Shop » Building 2
b :
: ‘ﬁ "'
B*
| — e
& o
@ =] o
-l gty Tut:
- - T Emoty Tut
C &L -
- A
= el Feokas Titor mge
8
. o G0 2
i
3
3
&
™ s
° %
"

o

The Floor Level View consists of:

Q2

e
ey

winq o

m

[

wrg

1. Floor plan with device symbols, shows the status of devices which are represented by
symbols on a graphical floor plan. Plans are made to scale according to the actual

facility, with the status of all linked devices refreshed once per second.
2. View Selector, adrop-down list allowing floor selection.

3. Building Link, allowing navigation to building level.

4. Scroll Bars, displayed when a floor plan is too large to fit on screen, allowing for

panning.

5. Zoom Slider allows screen view to zoom in and out on the floor plan.

Device symbols are the most important part of the floor-level view. These symbols present
information about: real-time statuses, device name and associated line and serves as a quick
drill-down links to the device view. Symbols use a standard status color coding scheme
(white, gray, red, yellow and green) and also use color coding to represent the Line. All

devices belonging to same line will have the same line color.
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One possible organization suggestion is to associate a different Line with each Lantronix
devices. In this case, all devices connected to the same Lantronix box will have the same
line, and thus the same color indicator.

Distinct symbols represent distinct device types, as follows:

w WS Aware Dual Workstation Monitor with two metal and soft grounds i
shows statuses for two workstations in two squares and line color code
in bottom triangle. Workstation rectangles are split in two diagonally to
show status for voltage / resistance respectively.

- WS Aware with four metal grounds i shows status of two workstations
in two squares and the line color code in bottom rectangle. Workstation
rectangles are split in two diagonally to show status for voltage /
resistance respectively.

LI Ground Master Equipment Ground Monitor T shows the status of up to
eight workstations in the eight topmost rectangles, and the line color
code in the bottom rectangle.

EM Aware TNG ESD Event Monitor i shows the device status in the
inner circle, and the line color code in the outer circle.

o]

lonizer Balance Controller (IBC) i shows the device status in the inner
square, and the line color code in the outer square.

(m]

‘ Fluke Thermo-Hygrometer i shows the statuses in top triangles (left for
temperature, right for humidity), and the line color code in the bottom
rectangle.

A tooltip containing the device name, serial number, and device type will appear when the
mouse pointer hovers over the device symbol:

- ‘Do

| SM32 (Senal: ES0000030007), Ground Master
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User Interface

VIEW OPTIONS

Since the floor-level status view is a graphical display, it uses the standard gestures of
panning and zooming.

Panning

Panning of the visible portion of the floor plan is available only when the floor plan is too large
to fit into the screen view. The two ways to pan are by:

1 Using the scrollbars

1 Using the mouse i holding the left mouse button pressed on the map will change the
cursor to a four-way arrow indicating that panning is available. Moving the mouse
while holding the left button will pan within the floor plan boundaries.

Zooming
There are two ways to use the zoom feature with the floor plan:

1 Using the zoom slider i moving the slider up and down will change the zoom level
continuously, while the plus and minus buttons (+ and i) on the top/bottom of the
slider will change the zoom level up and down.

1 Using the mouse wheel i moving the mouse wheel forward will zoom in over the
current mouse location, moving the wheel backward will zoom out over the current
mouse location.

Displaying Device Information and Status

Hovering the mouse over the device symbol displays a tool tip with the device name and the
line name. Clicking on the symbol brings up a form showing the deviced $nformation and
status:

' i
e
Ground Master SM32 (serial E20000030007)

Building: Building 2
Floor: PcB Shop
Line: Surface Mount Line #3

State

Metal Ground 1 EMI Voltage (mV) 0,00 Metal Ground 1 Impedance ((Y) 0,00
Metal Ground 2 EMI Voltage (mV) 0,00 Metal Ground 2 Impedance ((Y) 0,00
Metal Ground 3 EMI Voltage (mV) 0,00 Metal Ground 3 Impedance (2} 0,36

L]

Metal Ground 4 EMI Voltage (mV) 0,00 Wetal Ground 4 Impedance (2) 0,02
Metal Ground 5 EMI Voltage (mV) 2,79  Metal Ground 5 Impedance ((2) 0,61
Metal Ground & EMI Voltage (mV) 0,00 Metal Ground 6 Impedance ((2) 0,04

Metal Ground 7 EMI Voltage (mV) 0,00 Metal Ground 7 Impedance ((}) 3,48

Metal Ground & EMI Voltage (mV) 0,00 Metal Ground & Impedance (2) 0,97

L]
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All channels (measured values) availableforad e vi c e a i andfill chargé@in real-time
to reflect the current measurements. Also, the standard color scheme is used to display
channel status.

The device Information window contains device name, type and serial number as well as
standard quick navigation hyperlinks. Clicking on a navigation hyperlink will change the status
view to the appropriate level (building, floor, line, device).

It is also possible to go directly to a device view from the symbol. This happens if the Shift
Click combination is used: holding the Shift key while clicking on a device symbol.

NAVIGATION

The floor Level View has quick links for changing the view to a different floor, parent building
or displayed device.

Changing Floor

The Floor Selection drop down menu allows the user to change the view to a different floor:

Gass Room
Touch Room
Locating & Marking
QA Room

Welding Room

Floor:

It is possible to change the view to any other floor within the system, regardless of the
building, provided that there is a floor plan associated with the floor.

Navigating to the Parent Building

Clicking on the link with the building name located next to the floor selection drop down menu
changes the view to the parent building of the displayed floor.

Navigating to the Device

The Device Information window described above provides a link to the device.

Main Toolbar Navigation

The Main Application toolbar has the navigation buttons (Home, Back and Forward) that apply
to the Status View as described earlier:

Back
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Line View

The Line Level View also uses the tabular display format, similar to the Building Level view,
but the rows correspond to the individual devices, and the status columns show specific
measurement types (channels) as shown in following picture:

® ®

Line: | Surface Mount Line #2 VJ Building 2 | PcB Shop [C] show Faulted only

Metal Soft DC -
Device Y Y Ground £ S ESD Events

o Ground Ionization
Voltage Resistance Impedance Voltage Resistance Parameters Voltage

ShM24, EM Aware

SM29, EM Aware

SM28, EM Aware @
SM26, Ground Master -!)

SM23, EM Aware

SM25, EM Aware

SM210, EM Aware

SM221, Ground Master --

When the Status View is set to the line level (showing specific line) it consists of:

1. Navigation Links - each row contains a full device description (device name and type)
and each devicehasandrddwno | i nk. thelNavig&tiomLink wih switch the
Status View to the device level.

2. Channel Status - shows the cumulative status of each type of measurement available,
using the standard color scheme (white, gray, red, green and yellow).

3. Line Selector - adrop down menu featuring line selection.
4. Parent Level Links - allows navigation to parent floor and building.

5. Faulted Devices Filter - switches between displaying all devices and only those that
have some of measurements outside configured operational limits.
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User Interface

VIEW OPTIONS

The available filtering option is presented by the check box iShow Faulted Onlyd0 as descri bed
earlier.

NAVIGATION

The Line Level View features quick links for changing the view to a different line, parent floor,
building, or a specific device.

Changing line

The Line selection drop down allows the user to change the view to a different line:

Line: [Surface Mount Line £2 ;l
-- unassigned -- \JS -
Functional Test (FCT) N
Incircuit Test (ICT)
Lead-Free 2nd Operations
Leaded Znd Operations
Surface Mount Line 21
Surface Mount Line #3
Surface Mount Line #2
Gas Detection Assembl
AMS Test Area
Environmental Test Station
FED Assembly & Test Area
Diagnostic Assembly CMD

Locating Assembly Area
Assermnbly Area

Mlaolibe T ontenl

m

It is possible to change the view to any other line in the system, regardless of the building or
floor. It is also possibletoshowas peci al , v+ unassigned -, idon&inifg all
unassigned devices.

Parent Navigation Links

Two navigation links next to the line selection drop down menu are labeled with the building
and floor name, allowing the user quick navigation to the parent level.

Double Click on Row

Double clicking on Row allows the user to drill down to the associated line.

Main Toolbar Navigation

The Main Application toolbar has the navigation buttons (Home, Back and Forward) that apply
to the Status View as described earlier:
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2 (6®
[8ack]

Device View

The Device Level View provides the user with detailed insight into present device
measurements and status. It also contains a list of the 10 most recent alarms from that device.
The Device View is composed of panels. Here is an example for the Device View for the WS
Aware Dual Workstation Monitor device:

@ ® ®

WS Aware 2 Grounds : TSA3 Building 2 | Touch Room |

Operator 1 Body Voltage (V) Operator 1 Body Resistance (MQ2)
/m-001 1, | |216

Metal Ground 1 EMI Voltage (mV) Metal Ground 1 Impedance () 5
-ﬁ 0,00 5 0,03

Soft Ground 1 ltsl;tance (M) @ |

| 3,40

Operator 2 Body Voltage (V) Operator 2 Body Resistance (M()
5 @ 35_
| o000 ¥ 0,00
-5 ———— 0 e
Metal Ground 2 EMI Voltage (mV) Metal Ground 2 Impedance () v
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For other device types, the content will change to show relevant information, as in this
example for the EM Aware TNG ESD Event Monitor:

EM Aware : SM25 Building 2 | PcB Shop | Surface Mount Line #2 View history
- | State
Static Voltage (V) Balance Voltage (V)
500 13
w1265 0.0
-500 . " | . . 13 . . T . .
ESD Voltage (V) ESD Count
1000 30
1 , 000 @ | 0,00 i
A M Arm e A =
o AN WSV AR 5 .
r - T T ; " - T T "
Pasitive Decay (s) Negative Decay (s)
0 0
0,00 0,00
a T T T T T o T T T T T

~ Recent Alarms

© P 3.5.2013. 14:48:40 ESD event 221,65V
0 » 252013, 14:48:38 ESD event 212,38V
Ll .38:
2] 1.5.2013. 14:38:38 G\ ESD event 198,21V
0 ™ 3042013, 14:36:54 [ ESD event 200,28V
£ 2942013 17:07:32 Static voltage -500,00 V

N - 0 AT 4 A ST Ll o NSpR—Y 4 mnn o

Device view consists of:

1. State Panels - displays the status and numeric value for every measurement (channel).
All values and status changes are shown in real-time to reflect the current situation.

2. Device Info - shows the device type and name.
3. Navigation Links - allows quick navigation to the parent line, floor, and building.

4. View History Link - allows the display and analysis of history data (measurements
collected from device).

5. Recent Alarms Panel - displays a list of the 10 most recent alarms on a particular
device.
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Panels can show the deviced s c¢ u stateeimdetailed or compact format, or panels can be
collapsed to only the title bar, as seen in this example:

WS Aoware CTICDEL: TSAT Building 3 | Towch Room | Tesch Sysiems Assembiy ESD Wiew hiiclory
Body Voltage (V] 10,00 Body Resistarae (MO 4,96

Mstal Ground EMI Voltaga [mV) 0,00 Matal Ground Impedance (01 0,00
Soft Ground Rasistanca (M0) 3,60

Boady Riticiancs (MIY
EL

000 U\ T

8,00

Matal Groud Impedancs {0
1828 LT

' 0,00 ' 0,10

0,00

User Interface
VIEW OPTIONS

There are two view fAmodes ®anal.vlheiViea bdde is sefecteddromhtheSt at e
drop down menu located in the top left corner:

Available choices allow the user to switch between views showing detailed, compact, and no

information (the panel is collapsed to title bar only). Clicking on title will cycle through the
different views.
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In the detailed View Mode, each type of measurement (channel) is shown as:

Metal Ground Impedance ({1)

_: Mo - _Jlln"._-"'-._JIIlIL _||II'L -II‘I'I\ N u 6.' 2 1

Measured value and status is shown in three convenient formats:

1 Graph shows atwo dimensional graph of values for the past minute (tick marks on the
x-axis indicate 10 seconds each). Light pink horizontal lines indicate the configured
operational limits for the device, i.e. limits of a range of valid values. The graph itself is
color coded, using the standard scheme (white, gray, red, green).

1 Gauge shows the current value.

9 Numerical Value shows the current value.

The Detailed View Mode takes considerable space on the monitor,and i n most cases doe
fit on a single screen. The Compact View Mode can help to eliminate the need for scrolling. In

the Compact View Mode the panel contains only the description of each channel, together with

the current measured value which is color coded using the standard color scheme (white,

gray, red, green).

= - state

Metal Ground 1 EMI Voltage (mv) 0,00 Wetal Ground 1 Impedance (M) 0,63
Meatal Ground 2 EMI Veltage (mv) 0,00 Metal Ground 2 Impedance (M) 1,86
Metal Ground 3 EMI Voltage (W) 0,00 Metal Ground 3 Impedance (MO 0,00
Matal Ground 4 EMI Voltage (mv] 0,00 Metal Ground 4 Impedzance (MO) 1,68
Matal Ground 5 EMI Voltage [mv) 0,00 Metal Ground 5 Impedance (M) 0,26
Metal Ground & EMI Voltage (mv) 0,00 Wetal Ground & impedance (MO 1 94
Metal Ground 7 EMI Voltage (mv) 0,00 Metal Ground 7 Impedance (MY 0,00
betal Ground 8 EMI Voltage [mv) 0,00 hetal Ground B Impedance (M) 0,00

The Recent Alarms Listd oesnodét of fer di f. fiteso™ynpossible ® eollapsedles
list to its title bar, or to expand it to its full size.
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In detailed view mode, tooltips under the mouse pointer will show the precise value. If you
click on a graph in detailed view mode it will be displayed at 4 times its original size:

1000

-j 0,00

[1] T T T

A A

NAVIGATION

Parent Navigation Links

The Device Level View has quick links for changing the view to the parent line, parent floor, or
parent building.

Main Toolbar Navigation

The Main Application Toolbar has the Home, Back and Forward navigation buttons that apply
to the Status View as described earlier:

6®
=

@

COMMANDS
View History

The View History link invokes the history period selection form that enables reviewing all
measurements and statuses for any historical period. T h e d e ‘historg @il be described in
full detail in the Data Analysis chapter.

It is possible to request the history for any time, but data sizdimsited to 1 month per report.
For longer time periods, it has to be requested in one month blocks.
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Troubleshooting Hints for the Recent Alarms List

The Recent Alarms list contains a blue flag button that initiates the Troubleshooting Wizard.
Troubleshooting Hints will be covered in full detail in the Invalid State Notifications chapter.

Faults information for the Recent Alarms List

The Recent Alarms list contains a round blue button with question mark that shows detailed
fault information for each alarm. Faults information for alarms will be covered in full detail in
the Invalid State Notifications chapter.

TheStatic ManagemenProgram SEMB Client has no option for monitoring two devices simultaneously
Since there is no limitation othey dzY 6 SNJ 2 F LINRINI Y AyadlyoSa GK
this by starting two SMP Client instances.

Finding device by name

The main application toolbar contains the Find device auto complete search box. As you begin
to type, any devices with matching names start to appear instantly. Here is example of what it
looks likewhenthel etter 6tdé is typed in:

Find device: | TSAL 'y

ATAL
ETS1
FAT1
FATZ
FAT3
FAT4
FCT1
FCT2
FCT3
FCT4
FCTS
FCTe
ICT1
QCT1
QCT2
QCT3
T5A1
T5A2
T5A3
Tah4
T5AS
T5A6
TSAT
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Note that all devices havingt h e | Eb{uppercaséor lowercase) in its name are shown.
Pressing the down arrow when the search box is empty will show all available devices.

Device selection is possible either by clicking on the device in the drop-down list, by pressing
Enter, or clicking on the magnifying glass icon to the right of the search box.
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Invalid State Notifications

The SCS Static Monitoring Server constantly tracks the status of all devices and
measurements. The status and measured values are saved to the database as device history
data. When any value falls out of the configured operational limits, the server will generate a
fault condition for that device and measurement type (channel). In addition, the server will
generate an alarm with information about the device, channel, fault value, and time.
Information about the alarm and faults are also saved to the database.

The fault levels are configured in sensor firmware, and it is possible to change them using
Static Management Program (SMP) Admin for every device and channel (measured value).
Sensor configuration is covered in full detail in the SMP Administration Guide document.

SMP can also provide a warning about potentially dangerous values before the actual alarm
level is reached. The SMP Administration Guide described the concept of warnings and how to
configure warning levels. In the SMP Client warnings are treated very much like faults. While
alarms are indicated by red status color, warnings use yellow or orange yellow for the status
indicator.

The Fault condition may last for an extended period of time. It is also possible that a fault on
the same device and channel will repeat after some time. Regardless, the server will create
only one alarm corresponding to the initial fault condition (but will record all subsequent
faults and warnings).

Warning will also create alarm just |like faul
T it will have a yellow title bar in the list of active alarms.

Since all subsequent events (faults or warnings) become associated (attached) to the alarm
created by the initial event, it is possible that a warning could evolve into a fault.

The purpose of the alarm is to capturet h e o0 p e atrtiorra6dsinduce aresponse. Alarms
requir e A h athedbperatog and kviyl remain on the Alarms list until they are explicitly
handled.

The server will mark any alarms older than 24 hours as Expired. This automatic alarm
handling is a safeguard against overflowing the Alarm List with too many items.

The Alarm Listi s fAl i ved in the same ma riheReal Tanetakinthe MPhi ng el
Client. It is refreshed every second, and under normal circumstances every new alarm will be
visible in all remote clients within 1-3 seconds of its occurrence.

It is possible to hide the Alarms list by using the Alarms toggle toolbar button. This is a

user-defined setting and will be remembered by program. Even though the Alarms list is
hidden, the SMP Client will continue monitoring alarms in background.
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Alarms List

Active alarms are displayed in the Alarms List located on the right side of Real Time tab:

Alarms

order by: severity time
77201471943 @M =00 -
Static volta
on EM Awagr: sMmi1g s
77201471943 O =203
ESD event
on EM Aware SM18

39156V
@l =09 %N
Operator 2 resistance

on WS Aware 2 Grounds 83,15 MO
TSAT

772014.64530 @ =0 DA

Static voltage
on EM Aware SM14 -5L,35V

77201463346 @Q» =133

Soft ground 1 resistance 3.270.70
on WS Aware 2 Grounds ’ Mfi
SM16
@, =20V %8
Static voltage -10000V 3

on EM Aware SM15

Soft ground 2 resistance

on WS Aware 2 Grounds o
ASAL

@) - B0 )%
ESD event

on EM Aware SM15 e
672014.21:4048 B 203
Metal ground 2 impedance

on WS Aware 2 Grounds 1130
TSAT -

The Alarm List presents information about the alarms, including the date and time of the event,
measurement type, and device type, as well as the name and faulted value that initially
triggered the alarm.

The color of the title bar for each alarm in the list also indicates the severity of the alarm by
using this simple color scheme: colors changes from gray to bright red as the alarm severity
increases. The severity of the alarm is comprised of the combined duration and number of
occurrences of the fault on the same channel. For example, if the device records too high
static voltage continuously for more than 20 seconds, then that alarm will have same severity
rating as another device recording 20 outbursts of static voltage lasting one second each.

Warnings use a similar color scheme 1 the title bar will change from pale yellow to golden as
warning severity grows.
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Each alarm has a set of associated commands available in the title bar:

L2

[y

Faults Information i shows all faults associated with this alarm. As

mentioned earlier, the server will not generate new alarms for the device

/ channel if an active alarm has already been detected. Nevertheless, it
will record all subsequent fault states and save them in the respective
fault reports associated (linked) with the alarm.

Troubleshoot i starts the alarm troubleshooting wizard.

Handle alarm i offers versatile alarm handling (with comments).

Mark as Important i mark alarm as important. Important alarms will
require operator comments.

Resolve Alarm i marks the alarm as resolved and removes it from the
list of active alarms.

Ignore Alarm i marks the alarm as ignored and removes it from the list
of active alarms.

It is possible to display the active Alarms List sorted either by descending time (this is the
default) or by descending severity. There are two links labeled accordingly in the Alarms List
title that change the sort order. When sorting by severity, the screen will look like this:

Alarms
order by: seve ity time

@ 0 v %=

Soft ground 2 resistance
on WS Aware 2 Grounds o
ASA1
77.2014.72506 O™ U3
Operator 1 resistance
on WS Aware 2 Grounds 80,75 M2
TSA7
77201462712 O V{53
Static voltage
on EM Aware SM15 =Ll
77.2014.7:0530 O 1 (4

Operator 2 resistance

on WS Aware 2 Grounds 83,15 M2
TSAT

77201413500 O 1%
ESD event 72050V

on EM Aware SM15
77201463346 @ -1 33

Soft ground 1 resistance

on WS Aware 2 Grounds 3'2:1%,.?0 =
SM16

77201464530 @ =003

Static veoltage
on EM Aware SM14 =
77.2014.102229 @ 0w = 0@
Operator 2 resistance
on WS Aware 2 Grounds 24,30 MQ
TSA3 -

Each listed alarm is also a quick drill down link to the device i clicking on the alarm will switch
the Status View to the Device Level and display the related device.

SCS-926
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Alarm Information

Clicking on the 9 command brings up a pop-up form showing all faults linked to the alarm:

@ Alarm Faults

Static voltage (V) on device SM15: Show history

faults: 284, duration: 1996 seconds

Time Curation Average Min Value Max Value

&

10:47:19 00:00:03 5295 2731 65,77 [

10:46:41 00:00:01 51,35 51,35 51,35

10:43:57 00:00:01 48 38 4838 4838
10:43:22 00:00:05 - 88,29 - 100,00 -70.73

10:43:16 00:00:04 - 97,07 - 100,00 - 83,28
10:41:46 00:00:01 - 100,00 - 100,00 - 100,00
10:38:46 00:00:02 57,59 3372 8147
10:37:35 00:00:01 3220 3220 3220

10:26:06 00:00:06 - 96,07 - 100,00 -9213

10:25:26 00:00:07 - 100,00 - 100,00 - 100,00

The Alarm Faults List has all relevant information including:

measurement type (channel)

device name

total number of faults / warnings

total duration of all faults / warnings

list of individual faults with: time, duration, minimal, maximal, and average value of
related measurement

=A =4 =4 4 -4

The Faults List is sortable by any column i clicking on the column will change the sort order
and toggle between ascending and descending order (as indicated by the arrow at the top of
the column title).

Alarm information is in fact a history of all problems related to a particular device and channel.

The Alarm Information Form also features the Show History (Alt+H) button. Clicking on this
button will bring up the Device History tab for the related device. The History View will contain
all data from this device (not just the faulted channel) for the period of time ranging from five
minutes before alarm till the present moment.
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The History display and its related features will be covered in detail in the Data Analysis
chapter.

Resolving Alarms

Alarms are a very important feature of the Static Monitoring Program. Their purpose is to
capturetheoper at or 6 sandindicata poieotially dangerous conditions in the system.
The standard operational procedure will normally require the operator to check what
happened. The Static Management Program (SMP) Client provides several quick and
convenient ways to review the present situation as well as history. The operator can bring up
the Device View with a single click on the displayed alarm and check the current values or
review the recent history.

In some cases, the operator may have to check the situation on site and work toward problem
resolution. The SMP Client can help here and provide standard problem resolution hints.

o=
Clicking onthe *  troubleshooting button will bring up Troubleshoot Problems Wizard:

" Troubleshoot Problems
There was a ESD Voltage fault on EM Aware device SM23.
f__ Hints for problem solution:

rd
¥ Locate EM Aware device in gquestion in production,

Next Hint -> | | Show All Hints | | Mark as Important | | Resolve Alarm | | lgnore Alarm
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This pop-up form guides the operator toward resolving the cause of the alarm by displaying
hints step-by-step (clicking on Next Hint (Alt+N) will show next available hint):

- Troubleshoot Problems
= - There was a ESD Voltage fault on EM Aware device SM23.

f Hints for problem solution:
-

'
+ Locate EM Aware device in question in production.

v’f Look at the history for the day on the SMP software and see the ESD trends throughout the day.

| MNext Hint -» | | Show All Hints | |Markas|mportant| |Eesolvei3.larm | | Ignore Alarm |

Clicking on the Show All Hints (Alt+A) link goes instantly to last available step:

- Troubleshoot Problems
= - There was a ESD Voltage fault on EM Aware device SM23.
f___ Hints for problem solution:

v'f Locate EM Aware device in question in production,
l"r Look at the history for the day on the SMP software and see the ESD trends throughout the day.
v Identify if the ESD event corresponds with Electrostatic Field identified by the same device in the same area.

v Identify if the ESD event corresponds with EMI Voltage identified by the Ground Master maonitor checking
the same tool

v'{ If EMI Voltage corresponds with ESD Event locate the source of EMI Veltage and eliminate it - possible sclution
would be proper EMI filtering of L, N, and G wires for input AC power and ground into the tool. Contact
representative for further suppert on this matter.

4
¥ Approach the device in production and focus on correlation of movement of the tool vs. the ESD event and
Electrostatic Field generation,

v'{ If Electrostatic Voltage corresponds with ESD Event, locate the source of Electrostatic Voltage and eliminate it -
possible solution would be:
a) Grounding of moving parts within the tocl
b) Do not assume that every metal moving part is grounded by the manufacturer: measure with Ground
Pra for impedance.
¢} Implementation of ionization — contact representative for best solution.

|Markas|mportant| | Besolve Alarm | | Ignore Alarm |

Standard operational procedure normally requires problem resolution. Ultimately, the operator
in charge should always take some action. In some cases, the alarm will indicate only a glitch
on the device, or it has registered a temporary event with an undeterminable cause. It is
possible to ignore such alarms, but in most cases the alarms should be effectively resolved.
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The Troubleshooting Wizard has Resolve Alarm (Alt+R) and Ignore Alarm (Alt+l) buttons for
alarm resolution. Clicking on either of them will mark the alarm accordingly, close the wizard
and remove the alarm from the recent alarms list. Please note that a Mark as Important button
is also available. The purpose, implications, and functionality of this option will be detailed in
the chapter Handling important alarms.

If the operator closes the wizard using the close window button, the alarm will not be handled
and will remain in the recent alarms list.

It is also possible to handle alarms without help from the Troubleshooting Wizard by clicking

X
on the @ Resolve or . Ignore buttons.

Insight

I't is possible to fisecureo the Static Monitor
that a user with the appropriate security clearance has logged in to the SMP Client in order
to handle the alarm. If a user without the appropriate security level attempts to handle an
alarm they will see the following message:

(’ﬁ‘) You are not authorized for requested operation. Please contact system
S administrator!

If SMP is secured then an authenticated user will have to have at least the Operator role to
be able to handle alarms.

Details about server security and user rights are available in the SMP Administration Guide
document.
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It is also possible to enter operator comments about each alarm handling action by clicking on

a
the — button:

= Handle alarm

ESD event

on EM Aware SM36 478,35 V

Occured on: 3.5.2013. 15:49:57
Handled by: brans

Comments:

This condition occured several times but it is resolved now by maintenance crew.

NOTE: monitor this device closely next 10 days.

Mark as Ignored ] [ Mark as Resolved ] [ Mark as Pending ] [ Cancel

Handling Important Alarms
For certain events (alarms), the system manager or administrator has an option to give them

special #fAi mporanmnager marksWhatarm as important by clicking on the
button in the alarm toolbar,i t wi | | b e c 0 mand fany sybsequera atterdpt to handle
it quickly (resolve or ignore without comments) will fail. When an operator tries to handle the
alarm using any of the methods described above, an alarm handling form will pop up
automatically, prompting the operator for comment.

Alarms marked as important will be clearly visible because the importance icon will change

color as shown here: 2

A minimalrole of Manager is required to markn alarm as important.

Entering Comments Without Handling an Alarm

SMP provides another feature in problem handling that may help in system maintenance and
analysis. It is possible to enter comments about an alarm without explicit handling. Alarm
handling will always dismiss an alarm from the list of active alarms. It is often useful to have

option of entering commentsor notes about condition even though
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Reviewing Alarm Handling History

The Static Management Program (SMP) Client allows review of alarm handling actions which

can be filtered by various criteria. Clicking on the button on the main application toolbar
brings up the criteria form:

Location
Handled by:
Building:

Handling:

Floor: g
Interval:

Line: O Today () This week
Bew ) Yesterday @ This month
eviee ) Last 3 days ) This year
Fault type
Operator Bedy Voltage
Operator Body Resistance Endtime: | Monday, May 06, 2013 9:58 AM ¥
Metal Ground EMI Voltage
Metal Ground Impedance
Soft Ground Resistance
Static Voltage
ESD Vaoltage
Balance Voltage
Pasitive Decay
Megative Decay

Start time: Wednesday, May 01, 2013 12:00 AM v

Device type

WS Aware 2 Grounds
Ground Master

EM Aware

WS Aware 4 Grounds

The location criteria are initially set in a context-sensitive way, meaning that if the form is
invoked from the floor view, it will automatically set the filter to that floor.

Alarms Handling Report includes versatile filtering. It is possible to choose a combination of:

location (building, floor, line, device)

type of fault

type of device

person that handled alarm

handling type (expired, ignored, resolved)
time interval (when alarm was handled)

=A =4 =4 -4 -4 -4
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The Alarms handling report looks like this:

Please note the circled comment showing a handled alarm in the example above.

The data table in this report has standard features. Every column is sortable, and it is also
possible to filter further by clicking on the Change Criteria button (marked with gear symbol in
the title bar).
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